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Selecting the Best Exercise Option for a Continuity

Program
Exercise Plan
Basics

Things to keep in mind for all exercises

e Begin at a level most appropriate to participant’s knowledge and
experience
e Exercises allow everyone in the plan, from senior leadership to staff, the
opportunity to make suggestions and test assumptions.
Create a Training and Exercise plan
e Serves as a roadmap for selection of and prioritizing individual activities
Translates priorities into specific objectives and exercises
Tracks priorities and improvements
e Leads to frequent and regular updates of all applicable plans
e Aid in creating a progressive approach to exercises so staff are benefiting

from time committed to exercises and plans are being appropriately
tested.

e Use appropriate exercises to build and sustain capabilities.

Full-Scale Exercises

Functional Exercises
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Capability
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Exercise Plan
Basics

To begin planning your exercises and creating a
Training and Exercise Plan, you should look at
your capabilities, objectives, and injects.

Keep in mind these key points:

e Capability building may require a series of
activities

e Exercise design must reference plans,
policies, and procedures

Capabilities, e Objectives focus on parts and pieces
Objectives, e Expected player actions according to
and Injects policies and procedures

Example:

Plans, Policies, and | Telework Policy, IT

Procedures Security, and
Software

Objectives Access shared
database

Injects Report requested
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Discussion Based Exercises

Low Stress
Strategic, policy oriented

Key Points

Large scale or small/specific, adaptable
Can be used to talk through processes or make decisions and changes

Exercise
Comparison
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Training/Seminar

Workshop

Tabletop

Purpose | Sharing information about Produces a product such as Test/discuss connected
programs, plans, policies and mitigation strategies. concepts and operations
procedures. Develops new plans, policies through a specific scenario. It is
Lecture style followed by or procedures. Review, revise | the application of plans,

Q&A, can have breakout or update current plans. policies and procedures. Good
groups. for inter or intra-organizational
coordination.

Scale 10-30 people, you may include | 10-40 people, more people Variable, can be small or large.
more but 30 people is the max | need more instructors and Ensure everyone has a role and
recommended for evaluators. Can be multi- you don’t have extraneous
engagement organizational or multi participants.

departmental.

Time 1-2 hours 3-6 hours 4-8 hours

Best Keep trainings to a few key Ensure participants are aware | Establish objectives and which

Practices | concepts. Don’t speak for too | of the information being essential functions are being
long or you will lose covered. If you require specific | tested or evaluated. Schedule
participant engagement. feedback or details, ask modules and injects to move

questions ahead of time so the scenario forward.
staff can prepare.
Examples | Introduction to Continuity New mitigation strategies for | Scenario testing IT capabilities

presentation for all staff,
update on telework policy
provided at an agency wide
meeting, reviewing
Emergency Notification
System procedures with
organization leadership.

continuity plan. Updated IT
policy for cybersecurity.

and resumption of operations
after a cyber-attack. Weather
events which close down a
physical location. Keep it
realistic.

***You may also provide a game type exercise; however, these are rare and typically offered by private
companies who specialize in them.




Operations Based Exercises

Can require more time and staff that discussion based
Execution of plans, policies, and procedures using actual assets in real-time
To test current procedures and processes
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Drills Functional Exercise Full- Scale
Purpose To test systems or short Test inter or intra- Uncommon in continuity but
procedures/single organization frequently used to test emergency
function focus. coordination around a response/management and may
single or limited number | have continuity elements. Tests full
of functions. response (multiple plans and
functions) to a specific scenario
with multiple organizations
coordinating.
Scale Variable, limited to Only applicable to staff Very Complex with
function staff or and management who
organization wide perform the function(s)
being tested
Time A few minutes to several 2-4 hours 8 hours to multiple days
hours
Best Establish set procedures Keep extraneous staff Create a planning committee to
Practices for how the drill will run informed but not help develop the plans and
and will be evaluated. participating. Schedule in | components of the event. Plan for
Ensure all staff are aware | advance to ensure a year or more of prep and
of procedures. availability of necessary meetings to develop and execute
personnel. Ensure each the exercise.
organization understands
their role if applicable.
Examples IT server checks, Testing alternate Evacuation of multiple

Evacuation Drills, ENS
Notification check

mailroom procedures.
Standing up an alternate
location or moving all
staff to telework status.

organizations from a single
geographical area. Emergency
response to flooding.
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Exercise

Key Points Comparison
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Decision
Matrix

Business Resilience testing options by entity size

FTEs

Entities not responsible for Public Safety

<50

Seminar

Evacuation drills

Communications system test
Generator test (if your agency has one)
Tabletop Exercise

Workshop

51 - 200

All the above plus:
Divisional walk through
Full agency walk through
Systems tests

201 - 1000

All the above, plus:
Games
Functional exercises

1001 - 5000

All the above, plus:
Full-scale test

>5001

All the above, plus:
Full-scale test with other agencies

Business Resilience testing options by entity size

FTEs

Entities with some Public Safety responsibilities

<50

Seminar

Evacuation drills

Communications system test
Generator test (if your agency has one)
Workshops

Tabletops

51 -200

All the above plus:
Division walk through
Full agency walk through
Systems tests

Games

Functional exercises
Full-scale tests

201 - 1000

All the above, plus:
Full-scale tests with other agencies

1001 - 5000

All the above, on a more frequent basis

>5001

All the above, on a more frequent basis




